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Fundamentals

The fundamental requirements of best practices to avoid attack by
pirates and armed robbers are:

1.

Conduct thorough, ship-specific pre-voyage threat and
risk assessments to identify appropriate Ship Protection
Measures (SPMs).

Implement SPMs as identified in the pre-voyage risk
assessment. Companies may always wish to consider
new and innovative SPMs beyond the scope of this
guidance and provide additional equipment or manpower
as a means of further reducing risk. If attackers cannot
board a ship they cannot hijack it.

Ships should register in accordance with the requirements
of any Voluntary Reporting Area (VRA) they are transiting.

Ships are strongly encouraged to report daily when
operating in in a VRA either by email or phone using
the relevant Ship Position Reporting — Daily Position.
Particularly vulnerable ships will be noted and monitored.

A proper, visible lookout is the most effective method of
ship protection. It can help identify a suspicious approach
or attack early on, allows defences to be deployed and,
can serve as an effective deterrent to would-be attackers.

IF ATTACKERS CANNOT BOARD A SHIP
THEY CANNOT HIJACK IT
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Aide Memaoire

AVOID BEING A VICTIM OF PIRACY AND ARMED ROBBERY

Do Not Be
ALONE

e Report to the relevant reporting centre and

Register Transit

Co-operate with military or other counter
piracy services where such missions exist

It is recommended to keep AIS turned on

Do Not Be
DETECTED

Keep track of NAVWARNS and visit relevant
websites for known pirate operating locations

Consider the appropriate level of lighting to be
used in areas of risk

Do Not Be
SURPRISED

Increased Vigilance — lookouts, CCTV and Radar

Do Not Be
VULNERABLE

Use visible (deterrent) and physical (preventative)
Ship Protection Measures

These could include: razor wire, use of water/
foam etc.

Provide additional
bridge teams

personal protection to

Do Not Be
BOARDED

Increase to Maximum speed

Manoeuvre the ship without severely reducing
speed.

Do Not Be
CONTROLLED

Follow well practiced procedures and drills
Use of Citadels (Only with prior agreement
Master/Company and fully prepared and
drilled — noting a Naval/Military response is
not guaranteed)

Deny use of tools, equipment and, access routes
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Introduction

Piracy and Armed Robbery at Sea

Piracy and armed robbery at sea is an organised and persistent
criminal activity prevalent in many parts of the world. Attackers
are often aggressive and subject their victims to violence and ill
treatment. Ships have been hijacked, either for a ransom payment
for the release of captive seafarers, theft of cargo or both. Some
seafarers have been held hostage for several years.

Experience shows that applying the recommendations in this
guidance will assist ships to detect, avoid, deter or delay attacks.

Not all mitigation measures in this guidance will be applicable
to every ship type or in every region. Companies, CSOs and
Masters should use this guidance when conducting threat and risk
assessments.

The purpose of this guidance is to protect seafarers, the ship and
cargo and, to facilitate threat and risk assessment and planning for
voyages transiting areas where the threat of attack by pirates and
armed robbers exists.

This guidance consists of:

B General advice and recommendations that are common
to mitigate against attack by pirates and armed robbers;

B Guidance on threat and risk assessment, planning and
the implementation of self-protection measures; and

B Appendix A providing information on other security threats
and the fundamental requirements and recommendations
to ensure that companies and ships can respond to those
threats in a proportionate and dynamic way.
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B Annexes providing information on regions where there
is a risk of piracy and armed robbery and where prior
planning and preparation before transiting the region is
recommended.

This guidance is complementary to other industry regional guidance
and that issued by international regional organisations such as the
Regional Guide to Counter Piracy and Armed Robbery against
Ships in Asia produced by ReCAAP ISC in collaboration with other
regional organisations.

This guidance also complements guidance on piracy and armed
robbery provided in the latest IMO MSC Circulars (see the IMO
website at www.imo.org) and should be seen as complementary to
IMO MSC.1/Circ.1334 as amended.

Other sources of information include:

Maritime Security Centre — Horn of Africa website (www.mschoa.org),
UKMTO (www.ukmto.org)

NATO Shipping Centre (www.shipping.nato.int)

IMB Piracy Reporting Centre web site (https://www.icc-ccs.org/
index.php/piracy-reporting-centre

Information Fusion Centre Singapore (www.infofusioncentre.gov.sg)
ReCAAP website (www.recaap.org).

Nothing in this guidance detracts from the Master’'s overriding
authority and responsibility to protect the crew, ship, and cargo.
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A review of the guidance will be carried out by the authors after one
year and thereafter bi-annually. Unless there is an immediate and
urgent issue requiring change.

Other maritime security threats

Whilst this guidance has been developed for the specific purposes of
mitigation against attack by pirates and armed robbers, experience
has shown that the some of the procedures and measures described
can be applied to mitigate against other maritime security threats,
depending on the threat profile.

Appendix A provides guidance on other security threats to assist
companies, CSOs and Masters in identifying and preparing for
other maritime security threats that may be encountered during a
voyage, and identifying the resources by which they can assess
the risk to the ship and crew and identify measures to avoid and
mitigate against the threat in the event that it materialises.
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Section 2

Piracy and armed
robbery against ships
worldwide

Pirates and armed robbers are known to conduct attacks from small
fast craft and skiffs, sometimes launched from motherships, which
are easier to operate in relatively calm sea conditions. It should be
noted that in general, the calmer the sea state, the greater the risk
of attack.

Piracy and armed robbery most often occurs in the areas described
on the following admiralty maritime security charts:

B The Western Indian Ocean (WIO) — Q6099 (see Annex A)
B The Gulf of Guinea (GoG) — Q6114 (see Annex B)
B SE Asia (SEA)-Q6112, Q6113 (see Annex C)
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Q6099 20°S - 31°N, 31°E - 80°E Q6111 15°N - 31°N, 47° 40E - 70°E Q6113  16° 53S - 26°N, 130°E - 146° 39E
Q6110 27°N - 47° 30N, 15°W - 42°E Q6112 15°07S - 25°N, 65°E - 118°E Q6114  25°S - 23°N, 25° 30W - 18° 30E
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The areas covered by the charts should not be regarded as
exhaustive — piracy and armed robbery is a dynamic International
crime which may affect other areas. In the event of piracy and
armed robbery emerging as a persistent threat in other regions,
this guidance will be updated accordingly. The industry website
www.maritimeglobalsecurity.org should be viewed for the latest
regional guidance.

These charts provide guidance including details of information
sharing and voluntary reporting and, should be used in conjunction
with this guidance. Notices to Mariners will advise of changes.

The charts also provide details of Maritime Security Voluntary
Reporting Areas (VRAs) and reporting and registration requirements
which ships should adhere to. This ensures that military forces in the
region are aware of the ship’s passage plan, and its vulnerability to
attack.

The latest information on locations within a VRA where pirates are
likely to operate can be obtained from the sources listed in the
annexes prior to completing the threat and risk assessments (see
section 4). Itis also important ships are prepared to respond at short
notice to avoid attack when information is provided by navigational
warnings (Navtex), Inmarsat Safety Net Broadcasts and/or Naval/
Military forces.

Information is also available through International Maritime Bureau
Piracy Reporting Centre (IMB PRC), which is an independent, not for
profit and non-governmental agency providing a 24-hour manned
service to shipmasters and ship owners to report any incident of
piracy and armed robbery occurring anywhere in the world.

Joint War Committee Listed Area

The insurance community lists an area of perceived enhanced risk
in the region. Ships entering the area would need to notify their
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insurers and additional insurance premiums may apply. The Joint
War Committee (JWC) comprises underwriting representatives
from both Lloyd’s and the International Underwriting Association
representing the interests of those who write marine hull war business
in the London market. The geographic limits of all JWC listed areas
can be found on their website: www.Imalloyds.com/Ima/jointwar.
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Section 3

Voluntary Reporting

A major lesson learnt from operations against piracy and armed
robbery to date is the importance of liaison with the military and law
enforcement. This is an essential part of self-protection that applies
to all ships. To ensure these forces are aware of the intended sea
passage and to understand the ships’ vulnerability to an attack,
ships are encouraged to report to the centres overseeing the
Voluntary Reporting Areas (VRAs). This information is essential to
enable the centres to best use any assets available to them and
to assist in an emergency. Once ships have entered a VRA it is
important that they continue to report while transiting within the
area. This will allow the reporting centres to update the ship of any
maritime security related incidents or threats in that region. The four
key centres are as below:

B For the Western Indian Ocean, the MSCHOA and UKMTO
voluntary registration and reporting scheme in the WIO
(chart Q6099). It is extremely important CSOs and Masters
understand the differences outlined in this chart and those
below. A specific and detailed High Risk Area (HRA) is
outlined and there are important reporting procedures
to be followed in order to monitor and give guidance at
short notice on threats in the HRA. Ship reporting is the
major indicator to MSCHOA on the level of implementation
of BMPs and the only area where it is monitored to this
extent. See Annex A for further detail.

B For the Gulf of Guinea, the MDAT-GOG voluntary
registration and reporting scheme (Admiralty chart Q6114
and French Navy Hydrographic SHOM Chart 8801CS).
It is strongly encouraged that the reporting requests for
information are implemented by all ships transiting the
VRA. See Annex B for further detail.

B For South East Asia, the Singapore Information Fusion
Centre (IFC) voluntary community reporting scheme
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(charts Q6112 and Q6113). This VRA is extremely
large and should be considered in conjunction with the
listed ‘areas of concern’. The differences between the
transit reporting guidance to the IFC and requirements
for immediate incident reporting and procedures as
highlighted by ReCAAP ISC, should be noted carefully by
Masters and CSOs. See Annex C for further detail.

The Admiralty Charts referenced above provide the mariner with
maritime security reporting information to compliment effective
voyage planning through the regions. Due to the risk of piracy
and armed robbery, and the complexity of security threats in the
regions, the Admiralty Charts should be used in conjunction with
Admiralty Notices to Mariners, Safetynet Service warnings and
Navtex messages. The VRAs as shown on the charts clearly define
an area, so that companies and ships transiting, trading or operating
in these regions can join a trusted reporting scheme.

Positional data, suspicious activity and incidents reported by
shipping in the VRAs, using the forms on the Charts, assist in the
creation of a detailed and accurate regional maritime security
picture. The analysis is used to produce security recommendations
that are shared with seafarers, companies and law enforcement
agencies to improve threat awareness and, incident response.

Ships are strongly encouraged to register and report with the

respective reporting centres as appropriate and, then send regular
reports.
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Section 4

Company Threat and
Risk Assessment

This section details the procedures that should be undertaken by
the CSO and Master in cooperation to identify the appropriate Ship
Protection Measures to be applied to a voyage through an area or
areas of risk from piracy and armed robbery.

Threat assessment

The threat assessment should include threats of piracy and armed
robbery so that its output will inform the risk assessment.

A threat is formed of intent, opportunity and capability. Intent and
capability cannot be mitigated by masters or CSOs. Therefore,
mitigation against the opportunity for an attack is the focus of this
guidance, risk assessments and any subsequent SPMs.

In the context of piracy and armed robbery, capability means that
attackers have the physical means to conduct an attack, intent is
demonstrated by continued attacks, opportunity is what is mitigated
by the company, ship and crew through application of the measures
described in this guidance.

In addition to the information provided in this guidance,
supplementary information about the characteristics of the threat,
specific or new tactics, and regional background factors may be
sought from Regional Reporting Centres and Organisations as
listed in the sources detailed at the annexes, Shipping Association
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websites, commercial intelligence providers or local sources e.g.
ships’ agents.

Risk Assessment

Risk assessment is an integral part of voyage planning within a
safety management system. All voyages require thorough advanced
planning and risk assessment using all available information. The
risk being evaluated should include likelihood of harm to the crew or
ship from attack by pirates and armed robbers. The risk assessment
must reflect the prevailing characteristics of the specific voyage,
ship and operations and not just be a repetition of advice e.g.
relating to different geographical regions and different pirate modus
operandi. Detailed guidance on preparing risk assessments can be
found from a variety of sources including the ISPS code.

4.1 Risk assessment considerations for the Company

Like the Ship Security Assessment described in the ISPS Code, the
risk assessment for the risk of piracy and armed robbery should
include, but may not be limited to, the following:

B The threat and potential areas of increased risk (who
are the pirates or armed robbers, what do they want to
achieve, how do they attack, how do they board, which
weapons do they use etc.) Companies should use the
sources listed at the annexes to do this.

B Background factors shaping the situation (likely visibility,
sea-state, traffic patterns e.g. other commercial ships,
local patterns of life including fishermen and, other local
maritime crime).

m  Co-operation with military or other security services where
such missions exist.
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B The ship’s characteristics/vulnerabilities/inherent capabilities
to withstand the threat (freeboard, speed, general
arrangement etc.).

B Theship’sand Company’s procedures (drills, watch rosters,
chain of command, decision making processes etc.).

The risk assessment should take into consideration any statutory
requirements, in particular those of the flag and/or the coastal State.

A key output of any risk assessment process should identify whether
additional mitigation measures are required to prevent attack.
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Company Planning

5.1 Company planning prior to entering an area of increased risk

This section details the procedures that should be undertaken
by the company prior to a ship entering an area of increased risk
identified through the risk assessment in order to mitigate against
the risk of attack. It should be noted that pirate and armed robbery
risk will vary across regions.

5.1.1 Register ship with relevant reporting centre

It is strongly recommended that companies register for access
to all websites offering additional and updated information prior
to entering an area of increased risk identified through the risk
assessment. For example, the restricted section of the MSCHOA
website and, the UKMTO website contain additional and updated
information. Note that this is not the same as registering a ship’s
movement — see below.

5.1.2 Obtain latest threat and risk information from designated
regional sources

Great care should be taken in voyage planning and the company
should obtain the latest threat information from the relevant websites
(see the annexes as appropriate).

5.1.3 Review Ship Security Assessment (SSA) and Ship Security Plan
(SSP)

After completing the risk assessment, the company should review
the ship security assessment and implementation of the ship
security plan, ensuring that any necessary follow-up actions are
taken as appropriate.

5.1.4 Put ship protection measures in place

The company should ensure the SSP highlights where and when
SPMs and vessel hardening are to be in place for passage through
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an area of increased risk and, that this is exercised, briefed and
discussed with the Master and the Ship Security Officer (SSO).

5.1.5 Monitor piracy related websites for current threats

Ensure that crews are briefed of any threats of piracy and armed
robbery which may be encountered during the voyage. Company
procedures should stipulate masters to monitor all NAV WARNINGS
— SAT C (NAVTEXT in limited areas) as appropriate. (see the
annexes as appropriate).

5.1.6 Offer guidance to the Master as to recommended route

Offer the Master guidance regarding recommended routeing
through areas of increased risk identified through the risk
assessment. Guidance should be provided on using recommended
transit corridors or other supported routes (e.g. a Group Transit or
National Convoys where these exist). If anchoring, consideration
should be given to the use of protected anchorages where available
recognising that standards of protection vary widely. The company
should appreciate that the voyage routeing may need to be reviewed
and amended at short notice in light of updated information.

5.1.7 Plan to maintain security of critical information

To avoid critical information falling into the wrong hands,
consideration should be given to ensuring that:

B Communications with external parties are kept to a minimum
with close attention paid to organising rendezvous points
and waiting positions; and

B  Email correspondence to agents, charterers and
chandlers should be controlled and information within the
email kept concise, containing the minimum information
that is contractually required.
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5.2 Company planning on entering an area of increased risk

Ensure that the appropriate registration and/or reporting forms
have been submitted in accordance with the applicable reporting
recommendations
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Ship Master’s planning

6.1 Ship Master’s planning prior to entering areas of increased risk

This section details the procedures that should be undertaken by
the ship’s Master prior to a ship entering an area of increased risk
identified through the risk assessment, in order to mitigate against
the risk of attack.

6.1.1 Implement SPMs

SPMs should be implemented as determined through the risk
assessment.

6.1.2 Brief crew, check equipment and conduct drills

Crew should be briefed on the necessary security arrangements
identified in the SSP. Drills should be conducted prior to arrival in an
area of increase risk as identified through the risk assessment. Drills
should be unannounced, to ensure crew respond appropriately in
the event of an actual attack. If necessary, drills should be repeated
in order to improve response times. Personnel should be briefed
on their duties, including ensuring familiarity with the alarm signal
indicating an attack, an all-clear signal and the appropriate response
to each. Consideration should also be given to the following:

1. Testing the SPMs and physical security including all
access points.

2. Removing unnecessary equipment from the upper deck.
Securing the accommodation block.

4. Testing Ship Security Alert System (SSAS) (giving prior
warning).

5. Testing all communications equipment, alarms, etc.
6. Testing all deck lights and search lights.
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Ensure that crew members will not be trapped inside a ship, during
an attack or during an emergency for example fire or flooding.

The location of any Safe Muster Point and/or Citadel should be
known to all crew members. This location should only be shared with
relevant third parties such as military or law enforcement authorities
responding to an incident. The location should not be shared freely
with any third party e.g. port authorities, stevedores, etc.

6.1.3 Emergency Communication Plan

Masters are advised to ensure that an Emergency Communication
Plan has been developed in accordance with the risk assessment,
that includes all essential emergency contact numbers and
prepared messages, and which should be ready or permanently
displayed near all external communications stations (e.g. telephone
numbers of regional centres, CSO, IMB PRC etc.).

6.1.4 Automatic Identification System

It is recommended, subject to frequent assessment, that Automatic
Identification System (AIS) transmission is left on throughout any
and all areas of risk, but that it is configured to transmit ship’s
identity, position, course, speed, navigational status and safety-
related information only. It should be recognised that certain flag
and/or coastal State regulations can require AlS to be left on.

6.1.5 Define the ship’s Ship-to-ship Transfer (STS)/Single Buoy
Mooring (SBM) policy

The following should be considered when planning Ship-to-ship
Transfer (STS)/Single Buoy Mooring (SBM):

1. During an STS operation it is essential that the lookout
is coordinated between the tankers and any standby
ships. This is particularly important as there may be
restrictions on operating radar during an STS operation.
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Consideration should be given to the issuing of hand held
night vision optics to assist with the identification and early
warning of unidentified small craft.

2. When conducting STS operations it is recommended that
the Master establishes communications with the shore
authority regardless of where the STS is taking place, but
that contractor/agent communication should be as late as
possible in the proceedings. All communications should
be kept to a minimum to prevent unauthorised receipt of
information.

3. Consider the use of protected anchorages where available
recognising that standards of protection vary widely.

4. Consideration should be given to radar watches, Lighting
arrangements and the notice for getting underway.

Use of codewords may be considered appropriate if it is believed
that communications are likely to be compromised.

6.2 Ship Master’s planning on entering an area of increased risk

This section details the procedures that should be undertaken by the
Master on the ship’s entry into an area of increased risk as identified
through the risk assessment and during transit in order to mitigate
against the risk of attack. When transiting areas of increased risk
identified through the risk assessment, further briefing and checks
are likely to be required prior to entering them.

6.2.1 Submit initial Ship Position Report Form

If the voyage includes the transit of a VRA the Master should submit
a “Ship Movement Registration” form to the relevant reporting centre
(see the annexes as appropriate).
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6.2.2 Implement the measures required by the risk assessment

The Master should ensure that the measures identified in the risk
assessment have been effectively implemented.

6.2.3 Implement the Communications Policy

Master and Crew should ensure critical information does not fall
into the wrong hands e.g. to protect the release of sailing times and
routeing information (see section 5.1.7).

Consideration should be given to minimising the use of VHF. Use
email or a secure satellite telephone instead. Where possible only
answer known or legitimate callers on the VHF radio, bearing in
mind that imposters are possible.

6.2.4 Maintenance and engineering work should be undertaken within
any restrictions imposed by the voyage risk assessment

When operating in areas of increased risk identified through the risk
assessment — the following should be considered:

1. Anyworkoutside of the accommodation is strictly controlled
and similarly access points limited and controlled;

2. All Engine Room essential equipment to be immediately
available;

3. No maintenance on essential equipment.

6.2.5 Carefully review all warnings and information

The Master (and company) should appreciate that the voyage
routeing may need to be reviewed in light of updated information
received. This information and warnings may be provided by a
number of different means, including navigational warnings — Sat
C (and NAVTEXT in limited areas) as well as direct messaging
in certain areas. It is important all warnings and information are
carefully reviewed.
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6.2.6 Consider speed and manoeuvring

Increasing speed makes it difficult for an attacker to board. Engines
should be ready for immediate manoeuvre. The passage speed
of the ship will be determined by the risk assessment. Consider
planning on increasing ship speed, particularly if there is a low
freeboard. Ships should spend as little time as possible stationary,
drifting or operating at low speeds — especially when working
inshore. If stationary, the use of protected anchorages should
be considered, where available, recognising that standards of
protection vary widely.

The ability to get underway and/or increase to a maximum
safe speed as quickly as possible when operating in areas
of increased risk identified through the risk assessment is
required is of the utmost importance. This will open the
distance from any possible attack and make the ship more
difficult to board.

Manoeuvring away from a threat if detected at range
increases the time taken for the attacking vessel to close
its distance from the ship. Similarly making best use of sea
conditions to create the most difficult transit conditions for
small craft is another option. Aggressive manoeuvring
when a small boat is close to or alongside makes the use
of ladders and climbing ropes more difficult for the pirates.

Freeboard

A ship underway is most easily boarded at the lowest
point of its freeboard. Additional SPMs should be used to
deny pirates access at these points.

A ship’s freeboard height may change during a voyage.
When changes in freeboard occur the effectiveness
of SPMs will need to be considered during the risk
assessment.
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Location and time at anchor
B Keep time at anchor to a minimum where possible.
B Consider appropriate use of lighting (see section 8.10).

B Consider use of “safe anchorages” where they are
provided. Information on safe anchorages is provided in
local Notice to Mariners or Admiralty Charts (see Annexes).

B The location of the anchorage, STS operation and SBM are
also important factors in mitigating risks against attacks
on the ship. Ships are most vulnerable when stopped in
the water, drifting, at anchor, carrying out Ship to Ship
(STS) transfer, ship’s ballast management operations or,
slowing down for pilot transfer.

Coordinated arrival

B Passage plans should be designed to result in arrival at
a pilot station ‘just in time’ to avoid drifting or waiting in a
vulnerable area. Many ships wait offshore and transit to
meet the pilot at high speed. A period of high vulnerability
is when the ship slows down to embark the pilot. Tendering
early notice of readiness can be beneficial to prevent
unnecessary loitering or drifting.

B Do not drift. Avoid being underway without making way.

Sea State

Attackers are known to conduct attacks from small fast craft,
sometimes from motherships, which are easier to operate in more
benign conditions. The calmer the sea state, the greater the risk of
attack.

6.2.7 Increase vigilance during STS/SBM operations

The STS/SBM policy should be fully implemented (See section
6.1.5).
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6.2.8 Submit daily position report to relevant reporting centre

When operating inside a VRA, ships are strongly encouraged to
report daily relevant reporting centre by email/fax whilst operating
within a VRA.

6.2.9 Consider utilisation of Convoy systems where available

In certain areas of risk military forces may offer assistance in the
form of group transits and national convoys.
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Section 7

Ship protection
measures (SPM)

7.1 Introduction

This section focuses on measures that can be taken by the ship’s
crew to mitigate against attack.

The guidance is based on global experience of attacks by to date.
Not all methods will be applicable to all regions or ship types, and
the measures applied on any one ship will be dependent upon the
outcome of the risk assessment.

When considering ship protection measures (SPM) it is important
to recognise that ships can be attacked both when underway
and stationary (at anchor, carrying out STS or SBM operations or
drifting).

Many companies have their own detailed guidance on ship
hardening procedures — all based on their risk assessment. The
risk assessment recommendations and guidance should be based
upon the concept of ‘Defence in Depth’, and a ‘Layered Defence.’
The premise of this concept is that any robust security system must
be resilient to partial failures and that multiple layers of defence
make the system less predictable for any would-be attackers,
therefore making the system more difficult to circumvent.

Companies may wish to consider making further alterations to the
ship beyond the scope of this guidance, and/or provide additional
equipment and/or manpower as a means of further reducing the risk
of attack. If pirates and armed robbers are unable to board a ship
they cannot hijack it. The effective implementation of these SPMs
has proven successful in deterring and/or delaying attack.
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Primary layer of defence Secondary layer of defence Last layer of defence

- Good look out/vigilance « Door hardening « Internal door hardening
- Razor wire « Window hardening - Citadel

» Manoeuvring - Gate/grate - Communication

« Speed/freeboard « Motion sensor/CCTV

An example of “layered” defence

7.2 Watch keeping and enhanced vigilance

Before entering any areas of increased risk identified through the
risk assessment, one of the outcomes of the risk assessment is
which SPMs are appropriate for the risk of attack. Preparations
should be made to support increased vigilance by:

Providing additional lookouts for each Watch. When
stationary crew should be monitoring the water around the
ship — it is essential that an all-round lookout is maintained
from an elevated position. The lookout team should keep
in regular contact with the Officer of the Watch.

Considering a shorter rotation of the Watch period in order
to maximize alertness of the lookouts.

Ensuring that lookouts are briefed by the Officer of the
Watch at the start of each watch on the tactics of local
pirates and armed robbers.

Maintaining sufficient binoculars for the Bridge Team,
preferably anti-glare. The use of hand held thermal
imagery optics, night vision aids/equipment could also be
considered as they provide a reliable all-weather, day and
night surveillance capability.

e



B Maintaining a careful Radar Watch, monitoring all
Navigational Warnings and monitoring communications,
particularly VHF and GMDSS alerts.

B Well-constructed dummies placed at strategic locations
around the ship can give the impression of greater
numbers of crew on watch. This is very effective when
stationary.

B When in port or at anchor regular security rounds should
be conducted. The accommodation ladder should be
kept at main deck level and lowered when required only.
A gangway watch should be maintained at all times when
the accommodation ladder is lowered.

B Approaching vessels should be challenged to prove their
identity before they are allowed alongside.

B Consider enhancing already fixed technology such as
CCTV for better monitoring and fixed lighting such as
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the ship search light. The latter has proven effective in
deterring approaches from the stern.

B |t should be noted that lower sea states can also improve
detection range of criminal craft both by radar and visually.

A proper, visual lookout is the most effective method of ship
protection. It can help identify a suspicious approach or attack early
on, allows defences to be deployed and, can serve as an effective
deterrent to would-be attackers.

7.3 Enhanced bridge protection

The bridge is usually the focal point of an attack. In some situations,
pirates direct their weapon fire at the bridge in an attempt to try and
stop the ship. If the ship is at anchor the bridge may not initially be
the focus during a boarding attempt. However, if attackers are able
to board the ship, they usually make for the bridge. The following
protection enhancements might be considered — particularly in
those areas where weapons are often used in the attack (see the
annexes as appropriate)

B Bridge windows are laminated but further protection
against flying glass can be provided by the application of
blast resistant film.

B Fabricated metal (steel/aluminium) plates for the side
and rear bridge windows and the bridge wing door
windows, which can be quickly secured in place in the
event of an attack can greatly reduce the risk of injury from
fragmentation.
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B Chain link fencing can be used to reduce the effects
of rocket propelled grenades (RPG), as has the use of
sandbags to protect bridge wings. Sandbags should be
regularly checked to ensure that they have not degraded.

7.4 Control of access to bridge, accommodation and machinery spaces

It is important to deny access to the bridge, accommodation and
machinery spaces, to deter or delay attackers who have managed
to board a ship and, the following may be considered:

B Escape routes must be easily accessible to seafarers in
the event of an emergency. If the door or hatch is locked
it is essential that a key is available, in a clearly visible
position by the door or hatch.
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All doors and hatches providing access to the bridge,
accommodation and machinery spaces should be
properly secured to prevent access by attackers.

[t is recommended once doors and hatches are secured,
a designated and limited number are used for security
patrols and routine access. The use of these doors or
hatches should be controlled by the Officer of the Watch.

Consideration should be given to blocking or lifting
external ladders on the accommodation block to prevent
use and to restrict external access to the bridge.

Where doors and hatches must be closed for watertight
integrity, clips should be fully dogged down in addition to
any locks. Where possible, additional securing, such as
with wire strops, may enhance hatch security.

Removable barriers should be used around pilot boarding
points so that a ship does not need to de-rig large areas
prior to arrival at ports.

Attackers can gain access through portholes and
windows. The fitting of steel bars to windows will prevent
this even if they manage to shatter the glass.

Procedures for controlling access to accommodation,
machinery spaces and store rooms should be briefed
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to the crew and practiced prior to entering the area of
increased risk identified through the risk assessment.

7.5 Physical barriers

Physical barriers should be used to make it as difficult as possible
to gain access to ships. Physical barriers offer many options to
increase the difficulty of any climb for anyone trying to board the
ship.

B Razor wire (also known as barbed tape) creates an
effective barrier but only when securely deployed.
Selection of appropriate razor wire is important as the
quality (wire gauge and frequency of barbs) and type
will vary considerably — lower quality razor wire is less
effective.
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B Concertina razor wire is recommended as the linked
spirals make it the most effective barrier.

B Any wire barrier should be constructed of high tensile
wire, which is difficult to cut with hand tools. Concertina
razor wire coil diameters of between 730 mm or 980 mm
are recommended.

B When deploying razor wire personal protective equipment
to protect hands, arms and faces should be used. Moving
razor wire using wire hooks rather than by hand reduces
the risk of injury. It is recommended that razor wire is
provided in shorter sections (e.g. 10 m section) as it is
significantly easier and safer to use than larger sections
which can be very heavy and unwieldy.

B A robust razor wire barrier is particularly effective if it is:

= Constructed outboard of the ship’s structure (i.e.
overhanging).

= Constructed of a double roll of concertina wire —the more
rolls the more effective the barrier. The recommended
minimum construction is a single high quality roll
securely attached outboard of the ship’s structure.

= Properly secured to the ship to prevent attackers from
pulling the razor wire off. Consideration should also be
given to further securing the razor wire with a wire strop
through the razor wire to prevent it being dislodged.

= Razor wire should be properly maintained so that it
does not become rusty. Rusty razor wire is easier to
break through.

Depending on the risk assessment, the use of razor wire on the
approach to a berth should be rigged as not to interfere with shipboard
operations. Chocks and fairleads should be clear, and once alongside
if still rigged it should not interfere with port operations; mooring/
gangways/loading/discharging. Ships generally maintain the poop
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area as fully razor wired for the entire period when operating in areas
of increased risk identified through the risk assessment.

Other barriers have proven effective — from hanging swinging
obstacles over the gunwales to specifically designed overhanging
protection which prevents boarding by climbing over the ship’s rails.

7.6 Water spray and foam monitors

The use of water spray and/or foam monitors is effective in deterring
or delaying any attempt to illegally board a ship. The use of water
can make it difficult for an unauthorized boat to remain alongside
and makes it significantly more difficult to try to climb aboard. Water
spray deterrence should be controlled remotely — manual activation
at the hydrant by the crew is unsafe, especially where attackers are
using firearms.
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Fire hoses and foam monitors — It is recommended hoses
and foam monitors (delivering water) should be fixed in
position to cover likely access routes. Improved water
coverage may be achieved by using fire hoses in jet mode
and utilising baffle plates fixed a short distance in front of
the nozzle.

Water cannons deliver water in a vertical sweeping arc
and protect a greater part of the hull.

Water spray rails — Some ships have installed spray rails
using a Glass Reinforced Plastic (GRP) water main, with
spray nozzles to produce a water curtain to cover larger
areas.

Foam can be used, but it must be in addition to a ship’s
standard Fire Fighting Equipment (FFE) stock. Foam is
disorientating and very slippery, making it difficult to climb
through.
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The following points are relevant:

B Once rigged and fixed in position it is recommended
hoses and foam monitors are ready to be used, simply
requiring remote activation of fire pumps to commence
delivery of water.

B Additional power may be required to utilise all pumps; the
supporting systems should be ready for immediate use.

B Practice, observation, and drills are required to ensure
the equipment provides effective coverage of vulnerable
areas.

7.7 Alarms

Sounding the ship’s alarm serves to inform the ship’s crew an attack
is underway. If approached, continuous sounding of the ship’s
whistle will distract the attackers and let them know that they have
been seen. It is important that:

B The alarm is distinctive to avoid confusion with other
alarms, potentially leading to the crew mustering at the
wrong location.

B Crew members are familiar with each alarm, especially
those warning of an attack and indicating “all clear.”

B All alarms are backed up by an announcement, in the
working language of the ship, over the accommodation
and deck PA system.

Drills should be carried out to ensure the alarm is heard throughout

the ship. The drill will confirm the time necessary for all personnel to
move to a position of safety.
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7.8 Manoeuvring practice

Practicing manoeuvring the ship will ensure familiarity with the ship’s
handling characteristics and how to use avoidance manoeuvres
whilst maintaining the best possible speed. Experience has shown
that such action can defeat a lengthy and determined pirate attack
as creating a wash can have a better defensive impact than speed.
Such manoeuvring should only be carried out when it is safe to do
so taking into account the navigational situation.

7.9 Closed circuit television

If an attack is underway and attackers are firing at the ship, it is
difficult and dangerous to observe whether they have managed to
gain access. The use of CCTV coverage can allow the attack to be
monitored from a less exposed position:

®  Consider the use of CCTV cameras for coverage of
vulnerable areas, particularly the poop deck.

B Consider positioning CCTV monitors at the rear of the
bridge in a protected position.

B Further CCTV monitors could be located at the safe muster
point/citadel.

B Recorded CCTV footage may provide useful evidence
after an attack.
7.10 Lighting
Navigation lights should not be switched off at night as this a
contravention of international regulations. It is recommended that:

B n areas of increased risk identified through the risk
assessment, consideration should be given to the
appropriate level of additional lighting to be used.
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B Weather deck lighting around the accommodation block
and rear facing lighting on the poop deck is available and
tested.

B Once attackers have been identified or an attack
commences, over side lighting, if fitted, should be
switched on. This will dazzle the attackers and give ships
staff greater visibility.

B |[ffitted, search lights should be ready for immediate use.

B At anchor, lights are left on as well-lit ships are less
vulnerable to attack.

7.11 Secure Storage of ship’s tools and equipment

Tools and equipment may be of use to the attackers should be
stored in a secure location.

B Ballistic protection to gas bottles or containers of
flammable liquids should be considered. Sandbags
are not recommended as they degrade quickly if not
maintained on a regular basis.

B Excess gas bottles should be landed prior to transit.

7.13 Safe muster points and citadels

When operating in areas area of increased risk identified through
the risk assessment careful consideration and detailed planning is
critical to the safety and security of the crew. The risk assessment
should identify the location of a safe muster point and/or a secure
citadel within a ship must also be considered.

7.13.1 Safe muster points

B Asafe muster pointis a designated area chosen to provide
maximum physical protection from attack by pirates and
armed robbers to the crew, preferably low down within the
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ship. This is where crew not required on the bridge or the
engine room control room will muster if the ship is under
threat.

B The safe muster point is a short-term safe haven, which
will provide protection should the attackers commence
firing weapons.

B Select a safe muster point protected by other locked
compartments.

7.13.2 Citadels

A citadel is a designated, pre-planned area where, in the event of
imminent boarding by attackers, all crew may seek protection. A
citadel is designed and constructed to resist forced entry.

Before deciding to use a citadel, thought must be given as to how
a citadel situation might end. The use of a citadel cannot guarantee
a military or law enforcement response and, the Master may have
to make the decision when to end a citadel situation without the
assistance of military forces.

Well-constructed citadels used by a well-drilled crew can offer
effective protection during an attack. If citadels are used, they must
be complementary to, rather than a replacement for, all other SPM.

The establishment of a citadel will require external technical advice
and support. However, guidance on construction can be accessed
from the sources listed at the annexes and is strongly recommended
to be taken into account in the risk assessment.

As well as protection, a citadel must provide reliable means to
communicate ashore and maintain some degree of situational
awareness. The ability to deny control of propulsion to attackers is
a further consideration.
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The SSP should define the conditions for use of the citadel and
logistics necessary to survive e.g. food, water, medicines, first-aid
kits. The use of the citadel must be drilled to ensure the Master is
able to make the correct and timely decision on whether to retreat
into it.

The whole concept of the citadel approach is lost if any of the crew
are left outside before it is secured. Therefore, plans should include
a method of ensuring that the entire crew have entered the citadel.

7.14 STS and other static operations
Attackers have boarded ships on STS operations via the fenders.

The use of a chain link fence, particularly if topped with razor wire,
attached to the ships side rails and supplemented by stanchions in
the vicinity of the fenders provides an effective deterrent to potential
boarders. Care must be taken at the interface between the chain
link fence and razor wire to ensure that the best possible protection
is assured.

The use of gratings, (particularly Glass Reinforced Plastic gratings
for ease of fitting) may be secured in way of open Panama or roller
fairleads which will further deter any potential boarding.

An additional deterrent in the vicinity of the fenders, and ships
fairleads could be the use of water spray.

The hawse pipe should be properly secured to prevent unauthorized
access. Use of the anchor wash may also provide a deterrent.

The main engines should be kept at immediate notice so the Master
has the option of getting underway in the event of an incident.

Other considerations for the Master during STS or static operations:
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B s there sufficient crew to cover additional security whilst
concurrently conducting cargo operations?

B Monitor emails during communications with shore side
agents and agencies. Do not activate “reply to all”, since
emails may have around twenty (20) addressees. Do not
let allow your intentions to be sent to unnecessary and
unknown email addresses.

7.15 Unarmed Private Maritime Security Contractors

The use of unarmed private maritime security contractors would
be determined by the output of the risk assessment. Consideration
should be given to the relevant laws of both flag States and any
littoral States. The use of experienced and competent unarmed
contractors can be a valuable protective measure, particularly
where there may be the requirement to interface and coordinate with
local law enforcement agencies, naval forces and coast guards.

7.16 Private Maritime Security Companies (PMSC) and Privately
Contracted Armed Security Personnel (PCASP)

The use, of Privately Contracted Armed Security Personnel (PCASP)
on board ships would be determined by the out-put of the risk
assessment and approval of respective flag State. This guidance
does not constitute a recommendation or an endorsement of the
general use of PCASP.

Any decision to engage the services of a PMSC & PCASP must be
taken after a careful risk assessment of the intended voyage (see
chapter 4) taking into account factors including route, type of cargo,
speed, freeboard, and location of any static operations, levels of
protection provided by littoral States and the current threat and risk
environment. The employment of PCASP is only an additional layer
of protection and is not an alternative to other mitigation measures.
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The presence on board of PCASPs involves complex legal issues. It
is important that permission is obtained from Flag State authorities
before PCASP deployment on board. In addition, it is essential to
ensure that PCASP are permitted by the governments of all States
(littoral States) through whose waters the ship may pass, as the
majority of littoral States do not allow PCASP to operate within their
territorial waters. Owners must exercise due diligence to check
the cred